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Our First Encryption!

Message

“What the teacher is, is
more important than what
he teaches.”

Karl Menninger.

Encrypt: +3

R

Decrypt: -3

Encrypted Text

“Zkdw wkh whdfkhu lv, Iv
pruh Ipsruwdgw wkdqg
zkdw kh whdfkhv.”

Nduo Phqqglgjhu.
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09

KEYWORD: cryptocryp [..] toc rypt ocryptocr ypto cry ptocrypt

(repeats)
03

12



MESSAGE:

KEYWORD:

(repeats)

ENCRYPTION:

Innovation

091414152201 2009 15 14

cryptocryp

0318251620150318 25 16

12001305161623 01 14 04

Lfmeppwand

has come primarily

080119 03151305 161809130118091225

toc rypt ocryptocr

201503 18251620 150318251620150318

020022 21140325 052101121712241517

bpv uncy eualglxoq

(Diffie and Hellman, 1976)

from the

06181513 2008 05

vPpLo Ccrvy

25162015 031825

05080902 232604

cehib wzd

amateurs

011301200521 1819

ptocrypt

1620150318 25 16 20

170716 23232008 13

gopwwthm



Message

Innovation, particularly in the design of
new types of cryptographic systems,
has come primarily from the amateurs.

Diffie and Hellman, 1976.

Encrypt with keyword

R

\/

Decrypt with keyword

Vigenere Encryption!

Encrypted Text

Lfmeppwand, joulhsoadjko cc wzd tyhlym
ez cho sojtv ge sinsinwlpszhs mnvidcm,
wdk begt sjhcugldx vidp Igu ubdldkih.

Gaevct dfc Xyaoezd, 1976.



Same key!

Encrypt with keyword

7

Message Encrypted Text
Innovation, particularly in the design of L fmeppwand, joulhsoadjko cc wzd tyhlym
new types of cryptographic systems, ez cho sojtv ge sinsinwlpszhs mnvidem,
has come primatrily from the amateurs. wdk begt sjhcugldx vidp Igu ubdldkih.
Diffie and Hellman, 1976. Gaevct dfc Xyaoezd, 1976.

\/

Decrypt with keyword ‘
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Message

Innovation, particularly in the design of
new types of cryptographic systems,
has come primarily from the amateurs.

Diffie and Hellman, 1976.

8

Encrypt with my
public lock

7

\/

Decrypt with my own
secret key

o

Encrypted Text

Lfmeppwand, joulhsoadjko cc wzd tyhlym
ez cho sojtv ge sinsinwlpszhs mnvidcm,
wdk begt sjhcugldx vidp Igu ubdldkih.

Gaevct dfc Xyaoezd, 1976.
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LOCK-AND-KEY
CRYPTOGRAPHY

(@asymmetric cryptography,
public key cryptography)




SAME-KEY
CRYPTOGRAPHY

(symmetric cryptography)

POST-QUANTUM
CRYPTOGRAPHY
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Understanding
these maps

- if we know the objects A and B,
how hard is it to find the map ¢ ?

- if we have a quantum computer,
is it easier to find the map @ ?

- when we compute ¢ in practice,
do we leak information on ¢ ?

Build cryptography
from these maps



EWSIE

Understanding
these maps

- if we know the objects A and B,
how hard is it to find the map ¢ ?

- if we have a quantum computer,
is it easier to find the map @ ?

- when we compute ¢ in practice,
do we leak information on ¢ ?

Build cryptography
from these maps

- how versatile is cryptography

using these type of maps @ ?

- how efficient is cryptography

using these type of maps @ ?

 can we use smarter maths to

compute @ more efficiently?
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Certain cryptography made from isogenies
(CSIDH) is now faster and more secure, but
not yet ready for the real world.
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Other cryptography made from isogenies
(SQIsign) is now faster and more secure,
and looks pretty promising for the future!



Certain cryptography made from isogenies
(CSIDH) is now faster and more secure, but
not yet ready for the real world.

Other cryptography made from isogenies
(SQIsign) is now faster and more secure,
and looks pretty promising for the future!

Our cryptography made from isometries
(MCE) is a nice try, but has major issues...
We should be more bold with isometries!
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