From Curves To Codes
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e choose bases, then write @ as a k X n matrix G
o similarly, write was a (n — k) X n matrix H n
Rank metri
e thenalsoH-G'=0 anie metHe
Let V = [F;" then for matrices
with a metric d : [FZ X [FZ - R A, B, setd(A, B) = Rank(A — B)
e Which implies a weight on [F’; by w(v) = d(v,0) n
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o 2and a minimum distance dj; = min w(c)
ceC Let ||, = min(a, g — a), then

dv,w) = Z v, —w;|,
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“Traditional” code-based cryptography relies on syndrome decoding.

Rephrased simply, take a code C C [F’Z] and hide a low-weight code word € & I]:Z
nC'=C+e.

Given C’, can you find €7

(This is the basis for McEliece, BIKE, HQC, CROSS, etc. etc. etc. but we do not

care about these today: we want group actions!)
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Given equivalent C and D,

how hard to find 2 Linear map u : C — D that “preserves the weight”
of codewords:
A 4 e ¢ € Candu(c) €D have the same weight
e then the codes C and D are equivalent
Violetta Weger

Technical University of Munich, Germany

How hard is code equivalence really?
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with 4(C) = D

Local/Global

There Is a significant difference in local and global

Linear map i : C — D that “preserves the weight ometries

of codewords:

e any globalisometry u : V = Vwith u(C) = D
e ¢ € Candu(c) € D have the same weight Y9 YH u(C)

descends to alocal isometry yc: € — D

e then the codes C and D are equivalent
G e not every local isometry lifts per se to a global

Isometry, depends on the metric!

e Hamming metric: MacWilliams Extension
Theorem shows we can always lift

e Rank Metric: Gorla and Salizzoni [1] give
ample examples of obstructions to lifting

[1] Elisa Gorla and Flavio Salizzoni. "MacWilliams' Extension Theorem for rank-metric codes."
Journal of Symbolic Computation 122 (2024): 102263.




U typical codeword
V >V

(global typical codeword 1 0 3
with u(C) = D (1,0,3,5,2.4,0,7,0,2) <2 j Z)
Local/Global n E
Hamming Metric Rank Metric
(global)
There Is a significant difference in local and global
Isometries e can permute coordinates e can multiply on the left
e any global isometry it : V — Vwith u(C) = D e can rescale coordinates e can multiply on the right
descends to alocal isometry yc: € — D e that’s alll e that’s alll
e not every local isometry lifts per se to a global J(F) ={DP, PeS, D=diag4) } JE7 =1{(A,B), A€GL,(9),Be€GL,(q) }
Isometry, depends on the metric!
¢ — cDP, ceC M — AMB, MeC

e Hamming metric: MacWilliams Extension

Theorem shows we can always lift

(or, when choosing a basis) (we may still choose a basis,

. : : : and change basis by T € GL,(q)
* Rank Metric: Gorla and Salizzoni [1] give G — SGDP S € GL,(g) but the notation gets con o p
ample examples of obstructions to lifting

[1] Elisa Gorla and Flavio Salizzoni. "MacWilliams' Extension Theorem for rank-metric codes."
Journal of Symbolic Computation 122 (2024): 102263.




Code Equivalence

IN summary: LESS(-FM)

X,

NOT

commutative
e take vector space [F’; over finite field [Fq

e codeC C IFZ is k-dim. subspace w/ metric m

o group of global isometries .7 := 7 ([))

effective

. MEDS & ALTEQ
group action

o acts on set of dim-k codes Gry([F))

—

o j X Grk — Grk Tsagna;resizeiytes)

i (. €)= () Fak ===
cryptographic +
group action : | . =

||||||||||||||||||||
000000000000000000000

Public key size (bytes) =
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The Triangle

From Curves

To Codes o Given a public element X,

X, ¢

. e secret (iso)morphism ¢, : Xy = X,
Do ! e public key X;, commit with random ¢ : X, = X

: Qo P
v e challenged by bit: either show ¢ or @ o gas_kl

X

1

e zero-knowledge proof of ¢,

way back

Graph Calamari

& Falafl

Isomorphism




From Curves
To Codes

De Feo/Meyer

CSlI - FiSh

CSI-Otter

CSI - FiSh

rng signatures

Calamari/Falafl LESS++/MEDS++ GMW-FS-BKP

CSIDH & MLWE LCE & MCE ATFE / general

threshold signatures

Sashimi GRASS GRASS++ LEAST

CSlI - FiSh LCE & MCE / general LCE & MCE / general LCE & MCE / general

blind signatures

MEDS-BS CSI-Otter++ Tanuki } LEAF WOMBATS

MCE general general general general



From Curves
To Codes

CSI-Otter++
CSlI-fish with Or-proof Twisted ThreE-Round protocol

general

Tanuki Three-move Indistinguishable signing with UNiform-weight challenge from Krypto group Action
(TIUNKA, then shuffle)

general

Compact Action factorization Proofs Yielded By A RAndom function

Capybara/Tsubaki aﬂd | |
Twist-SgaUre-BAsed tweaK from Isogenies (sic)

Incredibly Forced Acronym Inventor —
Yi-Fu Lai Yet Universally Liked WOMBATS
(shuffled) N




Can we instantiate

CSI-Otter with
qt-Pegasis?

COMMUTATIVE
REGA EGA KEGA
CSI-FISH*
CSIDH PEGASIS
action SCALLOP*
CORAL qt-P
KLaPoTi
CSIDH MORE! De Feo-Meyer
scheme
MANY! CSI-Otter

a significant part of isogenists

have “forgotten” notion of KEGA

* Lorenz Panny, CSI-FiSh really isn't polynomial-time, https://yx7.cc/blah/2023-04-14.html

)

gtP is effective...

...but CSI-Otter needs }
order of class group, right?

NON-COMMUTATIVE

REGA EGA KEGA
LCE
MCE
ALL (?)
LESS/MEDS

as all isometries are KEGA,
schemes are fuzzy about needs

Yes!

(Vanzeir’s Thesis, 2026)



https://yx7.cc/blah/2023-04-14.html

Can we instantiate

Scheme X with
Action Y?

a significant part of isogenists as all isometries are KEGA,

have “forgotten” notion of KEGA schemes are fuzzy about needs

Systemization of Knowledge

There are many advanced protocols based on
cryptographic group actions, but sloppy use of
the actual group action framework!

1. Categorization of cryptographic group
} actions and their properties, including
specialized optimizations (see later)

2. Categorization of advanced protocols
together with an analysis of needs Iin terms
of group action properties

3. From these two, derive a complete
overview of possible instantiations of
advanced group action cryptography
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X() > X XO g Xcom

(psk E } Psk E /74
: @ ° C”s_kl !
\ 4 \ 4 o \ 4
Xl Xl --------------- g Xch
Triangles Squares
e 1-bit challenge, repeat =~ A times (plus tricks) e A-bit challenge, only one round!

e theoretical lower bound on sig. size Q(A%/log A) * requires additional structure




From Curves
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7 Signature as Doesn’t prove ¢, only
— 1 -1
> O .= QP QYooY o
XO XC oI sk Psx ° QP
Psk E W
Y O \/ n
"""""""""""" > Different response Implies non-trivial

o:X| = X7 u:X;—= X (1)
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My Dream (2)

1. Gan we give an invariant or impossibility result for the code equivalence instantiation”

2. Can we deduce concrete criteria for group action properties to instantiate this?

3. If not, can we pinpoint where this approach fails between category and group action?

Category

. must use object with

non-trivial End(X,)

. hardness assumption

on computing End(X)

. knowledge of End is

contagious

. knowledge can transform

signature o

. distinguishing invariant

for o for ZK-proof

Group Action

. non-trivial stabilizer group

. hard to compute for

random set element X

. knowledge of stab.

IS contagious

. knowledge of stab. X;

can transform o

. need stab. X for

correct signature (ZK)

Code Equivalence

. must take starting code

with non-trivial Aut(C,)

. Research Question:

hardness of computing
Aut(C) for random C

. knowledge of Aut is

contagious

. knowledge can transform

signature o

. Research Question:

distinguishing invariant
for o for ZK-proof?
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(and back again)

My Dream (3)

Mix-and-Match: combine restricted and effective group actions in advanced protocols

1. Using gt-Pegasis, we can instantiate a significant amount of advanced protocols (see Dream (1))
2. However, many group action evaluations in these protocols do not require effectiveness!

3. Replace these evaluations by faster (restricted) evaluations, using CORAL

MEDS:
sample ¢ smart so

CORAL
evaluation is faster \ /

X, - X E, > E
(effectively, we move E } E
from EGA to REGA)) Pox [a] B
| P o P ; [c] =[a-b]
\ 4 \/
X E,

using class group actions, similarly
go from EGA (qt-P) to REGA (CORAL)




Code Equivalence

E-Code Equivalence

(and back again)

There is an isometry u € % There is anisometry u € £ C ./
such that D = u(C). such that D = u(C).

——————————————— canonicalform - - - - - - - - - - - - - - -

Let F' be a subgroup of £ C ¥ such that ~ is easy, but ~ is hard.
Let C ~¢ D with u(C) = D,

o Llet Fu={you|ye€ F}, thenany y € Fu can prove C ~p D

- (. efficiently computable given C

- Cpis the same for all codes in F(C) = {y(C) | y € F}
Round 1 } Round 2

3.4 kilobyte 2.0 kilobyte

' |
' |
' |
' |
' |
' |
' |
' |
I
| e Commit to canonical representation Cr. ~p C :
' |
' |
' |
' |
' |
' |
| e response can now be p’such that D = u'(Cr) |
' |
I

[1] Tung Chou, Edoardo Persichetti, and Paolo Santini. "On linear equivalence, canonical forms, and digital signatures."
Designs, Codes and Cryptography 93.7 (2025): 2415-2457.




(and back again)

Group factorisation

or canonical forms
beyond code equivalence?

Group Factorisation
2]

Let G acting on X be a cryptographic group action, and let G = G; X G,.
Assume the associated decomposition g — (g, ) is efficient.

e if vectorisation for the action by G is easy, but by G, is hard,
e and there exists efficient algorithm OE acting as canonical representation
x; = (gy,e) * xg = x; = 0E(x, x1) * x

e then can often use g, as a response, instead of full g = (g, £,)

MEDS

LESS

[2] Giuseppe D’Alconzo, Alessio Meneghetti, and Edoardo Signorini. "Group factorisation for smaller signatures m

from cryptographic group actions" Designs, Codes and Cryptography 94.2 (2026): 42.




Code From Curves

Equivalence To Codes (and back again)

ISO — GEN

| |

METR —IES

SAI<H1IFN

|1

NFD €<— OSI

Any Questions?




