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C:yv’=x+ax> +bx’+cx+d

DpelJe < (P)D(P) DRIZDP+DQ
Dr,elJ, < (R)DR)

m NOT on the curve itself!l)

addition on the Jacobian J -,
Doele < (Q)D(QD) ( ¢
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For this talk, assume An £ -isogeny is an
degp = |kerg| . isogeny of degree £ .
(that is, @ is separable) ker? = 717




Elliptic curves
(genus-1 curves)

g . bk — E,

For this talk, assume An £ -isogeny is an Every ell. curve E has
degp = |kerg]. isogeny of degree . 7+ 1

f_- "
(that is, ¢ is separable) ker =~ 717 isogenies
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Jacobians
(of genus-2 curves)

b:J -

An (£, £)-isogeny is

an isogeny @ : J — J’
st.ker® = Z/C7Z X ZIC7




Jacobians
(of genus-2 curves)

(I):Jl —>]2

n E .. but this kernel must

An (£, ©)-isogeny is also be isotropic:
an isogeny ® : J — J’
st.ker® = Z/£Z X ZI1£7 e,(P,Q) =1 for
P,0O € ker ®




Jacobians
(of genus-2 curves)

b:J -

n n .. but this kernel must n A 2-dimensional

An (f, f)_iSOgeny IS also be iSOthpiC: Jacobian has
an isogeny ® : J —» J’ P+ 24+F+1
st ker® = Z/£7 X Z1£7 eL;fP QQE) 1? lcg’r (£. £)-isogenies
: er
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Ramanujan!!




Main Problem

Higher-dimensional iIsogenies
are much more complicated




MAIN QUESTION

“Correct” analogue of dim-1 graphs
for iIsogeny-based cryptography??




MAIN QUESTION OUR ANSWER

“Correct” analogue of dim-1 graphs 1. Fix “bad cycles” using level structure
for iIsogeny-based cryptography?? 2. Analysis of action of automorphisms
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P / %) 7/ — N /
E—SEFE _—_LF E. CE
%)
n Composition @ = @, o @, E Composition @ = @, ° @,
isan 2—isogeny: is scalar multiplication [£] on E

kerp =~ Z/6%*7 ker[/1 = E[£1 = ZI(Z X Z]¢Z
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GOOD EXTENSION
Composition is scalar

Kernels don’t “overlap”, multiplication [£] on J
2 2N
we get an (£~, £)-isogeny.

4
kerlZ1=JI 1= (Z/f 7
ker® = Z/F*7 X 7Z/£*7 [Z] ] ( )
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CYCLES Isogeny composition in dimension 2 is hard!
(I)l
(I) (I) _— Bt
N 1 J 2 J ] — J’
(I)Z

GOOD EXTENSION BAD EXTENSION

Composition is scalar
Kernels don't “overlap”, Kernels do “overlap”, multiplication [£] on J

we get an (£2, £7)-isogeny. composition is not (£2, £7)

2 2 ) ker[Z] = J[] = (Z/L”Z)4
ker® = Z/6°Z X 21677 ker® = Z/£°7 x (21¢7)




Fix graph: yeet bad cycles using level structure

£ =72
A //1

A —)A Ji— Qj
14
A”/ l \\ As
A, A Ag




PART 2

CYCLES Fix graph: yeet bad cycles using level structure

r=2 Given @ : A — J, out of the 15 (2,2)-isogenies
A only 8 are good extensions
3




PART 2

CYCLES Fix graph: yeet bad cycles using level structure

- i

Given @ : A — J, out of the 15 (2,2)-isogenies
only 8 are good extensions

h 4

make nodes level structure
(J, G) where G represents
O:A—->JbyG=kerd
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- i

Given @ : A — J, out of the 15 (2,2)-isogenies
only 8 are good extensions

h 4

make nodes level structure

(J, G) where G represents n
O:A—>JbyG=ker® make edges good by

only accepting @' : J — J’
withker®' N G = {0/}
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w:(x,y) ~ (0x,y), @ =1
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AUTOMORPHISM Ey:y"=x"+1

w:(x,y) ~ (0x,y), @ =1
Degree-1isogeny o : E — E
(isomorphism to itself) E3
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Automorphisms ruin the regularity of the graph

L2 .3
AUTOMORPHISM Ey:y"=x"+1

w:(x,y) ~ (0x,y), @ =1
Degree-1isogeny o : E — E
(isomorphism to itself) E3

L,

E, E.
il Eq
@ ruins edges:

Induces iIsomorphism on 7
kernels of 2-isogenies,

ker ¢, = ker ¢, = ker @;
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Dimension 2 has non-negligible automorphisms!

out of approx. p curves in graph, } essentially } just
only 2 have non-trivial autom. no impact! ignore!

out of approx. p3 nodes in graph, } significant } careful

at least p2 have non-triv. autom. impact! analysis!
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C:y>=x"—-1

C € Ys

(O (x,y) B (Ex,y)

n How does the induced automorphism
QES) e = Je
act on level structures (J-, G)?
(G C J[£] max isotropic)

Example: the Jacobian with RA(J) = Z/57

Theorem. Can represent £ on J[£] as M € GL4(F,).

Given M, can derive number of (£, £)-level structures up
to iIsomorphism

(2 + 2+ +17) f£=1mod5
%(f3+f2+f+1) if £ =4 mod 5



C:y>=x"—-1

C € Us \
(O (x,y) B (Ex,y)

n How does the induced automorphism
QES) e = Je
act on level structures (J-, G)?
(G C J[£] max isotropic)

Example: the Jacobian with RA(J) = Z/57

Theorem. Can represent £ on J[£] as M € GL4(F,).

Given M, can derive number of (£, £)-level structures up
to Isomorphism

%(f3+f2+z/”+17) if £ = 1 mod 5
%(f3+f2+f+1) if £ =4 mod 5

¢ 0 0 0 00 -1 0
0 ¢ 0 0 00 O —1
0 0 & 0 1 0 ¢+¢° 0
0 0 0 &3 0 1 0 SRS

£ =1mod>5 £ =4 mod>5
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Definition 11. The superspecial (£, £)-isogeny digraph Gz,p(f ) is the graph with
e nodes V, the pairs (A, G) with p.p.a.s. A and G C A[£] max. isotropic, up to isomorphism
e edges E, the good (7, £)-extensions: isogenies @ : A — A'withker® NG = {0,}.
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Definition 11. The superspecial (£, £)-isogeny digraph Gz,p(f ) is the graph with

e nodes V, the pairs (A, G) with p.p.a.s. A and G C A[£] max. isotropic, up to isomorphism
e edges E, the good (7, £)-extensions: isogenies @ : A — A'withker® NG = {0,}.

Again regular! n

Graph is much larger,
harder to compute!

Connected?
Eigenvalues are
n Ramanujan, very strange. ..
for = 2...

£ =2,p=259




