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Our plan for today

Making the square work...
P
E—> &
with isogenies! n

Decomposing the square

End(%) — O

with quaternions!
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scalar multiplications [m1] € Zz;
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From ECC World to Isogeny World

e work on single ‘nice’ curve &

Z:y>=x>+Ax* + 1, A el,

o take a starting point /Z and perform
scalar multiplications [m1] € ZZ;

&

Sl

[

|m|P

ISOGENY

work In the whole world of curves!

use ‘nice’ maps between curves,
we call an isogeny

Q.8E—> &

take a starting curve &, and perform
isogenies ¢, i, 0

g‘ '% /
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SQIsign, equal to the secret key * Thm. (Deuring, informal)

Up to technical details, the world of isogenies and
the world of maximal quat. orders are the same!

O

® < > ® ®

@ r

if we know End(&’) and End(&”"), we can
compute an arrow & — & 3

@/




The Deuring correspondence transforms
Isogeny problems into quaternion problems

ISOGENY QUATERNIONS

objects are curves &, arrows are isogenies ¢ |

g‘ ‘% /

e aquaternionlookslkef=a+b-i1+c-j+d-k
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SQlsign

A new isogeny-based
signature scheme,
with high soundness.
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signature scheme,
with high soundness.
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r—-——-- summary - ---

|
1. Find Ideal: KLPT (magic)
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—} 2. Id-2-Isog: Twice as slow!

|
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to isogenies.
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Signing is slow anyway...
Push verification to
maximal efficiency!
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SIKE was destroyed using
HD isogenies in the
summer of 2022.
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Represent the response
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Requires 4/8-dimensions.
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